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1. INTRODUCTION 
 
The proposed research project focuses on the development of a generic framework and 
decision support system for building an integrated Internet security infrastructure and 
closed- loop architecture to secure business-to-business (B2B) interactions and maximize 
the connectivity performance for any company doing business on the Web.   The 
framework provides a viable decision support mechanism in making architectural, design, 
implementation, and deployment decisions on employing particular security and 
connectivity solutions to issues and requirements arising in various B2B e-commerce 
scenarios. In addition, this research identifies the key features, options and benefits of 
several security technologies as well as provide guidelines in managing the costs and 
complexities involved in the deployment of those security solutions.  As an important 
groundwork for building a prototype based on the proposed framework, one of the 
preliminary research efforts is to investigate the current B2B e-commerce operations 
between Pratt & Whitney (P&W)1 [15] (a division of United Technologies Corporation 
(UTC)2 [17])  and its partnering e-business players in the aviation industry.  
 
 
2. PURPOSE OF THE STUDY 
 
Addressing the essential security issues and needs in B2B e-commerce, an integrated and 
scalable security infrastructure is indispensable to enable a company to reap substantial 
business and financial benefits by safeguarding online transactions according to the 
policies, processes and procedures unique to its business.   
 
As a significant research result, the proposed common framework will help a company 
achieve its security objectives in different dimensions as follows: 
 

1) Construct an integrated, flexible and scalable security infrastructure that tightly 
fits in with other corporate e-business and enterprise resource planning (ERP) 
applications as well as with those of its customer and business partners. 

 
2) Develop a security architecture with segmental entities (computers, local 

networks, private networks, public networks, etc.) to help isolate and identify the 
security issues, possible attacks, data vulnerability, and associated security 
requirements and in turn find attainable solutions to address specific requirements 
(specified assurance levels, security services, etc.) for each entity in various B2B 
interaction scenarios. 

 
3) Reduce the chance of a security breakage by removing security issues from the 

application level and raising them to an architectural level. 
 

4) Provide proactive and reactive security strategies, policies and guidelines. 

                                                 
1 P& W is a leader in the design, manufacture and support of engines for commercial, military and general 
aviation aircraft, and space propulsion systems. 

2 UTC, ranked 64th largest US corporation, is a $26.6 billion company that provides high-tech products and 
services to the aerospace and building systems industries throughout the world. 
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5) Provide decision support capability [16] for selecting security tools and 
technologies as well as managing the costs and complexities involved in the 
technology deployment. 

 
 
3. BACKGROUND AND LITERATURE REVIEW 
 
B2B e-commerce for online trading of aerospace and aviation components is still in its 
infancy [9]. The potential of using the Web as a B2B commercial medium has been 
widely explored. However, a critical assessment of its B2B e-commerce challenges and 
issues has just started to receive attention. The new economy of ubiquitous B2B e-
commerce usually introduces new risks [7], [8].  
 
Based on the initial study, P&W’s customers and suppliers can process online 
transactions through either private corporation e-business channels or via semi-private 
web-enabled exchanges (e.g., Cordiem [12] and Exostar [13]). E-business transactions in 
a B2B environment can happen in the context of a bilateral or multilateral exchange. 
Such a virtual marketing environment gives unprecedented open participation of business 
trading and information sharing.  As submerging under the uncharted waters, each type of 
exchange may raise significant issues and concerns threatening the objective of 
establishing a secure trading environment between P&W and its e-business counterparts 
(customers, suppliers, and other business partners).  Without proper security measures 
and strategies, it will make  e-marketplaces susceptible to such incidents as denial of 
service (DoS) attacks (which  will halt on- line operations [10]), ‘bid snatching’ (wherein 
a set of malicious colluding agents halt another agent by using attractive bids to 
fraudulently ‘snatch’ and non-perform on all the targets’ subcontracts), ‘bid collision 
loops” (where a pair of agents halt online B2B transactions by establishing an infinite 
loop of colliding bids), and so on.  This project effort specifically tackles one of the 
threads to this resource availability, the denial of service (DoS) attack [7], and suggests a 
viable solution to preventing possible loss of business due to the fact that P&W’s data are 
made impossible to access by the legitimate customers or suppliers. 
 
Electronic markets (e-markets) also give unprecedented scope to the deployment of 
relatively untested marketing and bidding mechanisms whose vulnerabilities have not 
been fully explored [18]. The consequences may thus bring forth the potential for serious 
disruptions in B2B operations of targeted business trading participants and/or the e-
markets themselves. 
 
 
4. RESEARCH QUESTIONS 
 
Addressing the potential risks and pressing issues of on- line B2B trading, this research 
project tackles a number of challenges in various e-commerce scenarios, such as client 
authentication, server authentication, authorization, etc. Proper access control is 
important. In other words, the company needs to know that the customers or suppliers 
who involve in a B2B dialogue are in fact who they claim they are, which can be referred 
to as “client authentication.” On the other hand, when the customers or suppliers access a 
web site in the B2B e-marketplace, they want to make sure that they are indeed 
interacting with that site and not with an impostor.  This is referred to as “server 
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authentication.” It is also necessary to control what information which business partners 
are allowed to access and/or modify. In addition, a reliable access for external players to 
gain access to a company’s e-business ballpark and interact with the specified data is one 
of the critical requirements – all the legitimate B2B players should be able to access the 
required resources at any time under optimal performance.   
 
Electronic data traveling on a complete supply chain and B2B environment requires more 
than access control. Authorization is recognized as another important security criteria and 
recognized as a problem with greater complexity than authentication and access control.  
The user privileges of the corporate customers and suppliers should be manageable and 
interchangeable across enterprise applications as well as other B2B communities of 
security domains. Furthermore, it is required that pertinent business rules and constraints 
should be dynamically weighed up coupling with fine-grained role privileges for 
initiating and committing required business transactions and processes.  
 
“Integration” is a key to the proposed common framework for ensuring that all the 
security decisions (on authorization, authentication, auditing, etc.) that implement on 
each enterprise application and exchange point are consistent with those made across the 
entire B2B arena. The security infrastructure should be pervasive across the entire 
enterprise to establish greater communities of trust. As more and more business partners 
exchange trading information via various network connections (a private network, 
Internet, etc.), different security control services and standards are indispensable. The 
proposed security infrastructure is open in nature to ensure sound security interoperability 
– the capability of supporting heterogeneous security standards and platforms as well as 
different e-business interaction models and security services. 
 
 
5. METHODOLOGY [1], [2], [3], [5] 
 
An engineering and scientific approach [11] is adopted to the research tasks undertaken 
in this project. Primarily, the following methods are used to validate the proposed 
framework:  
 

1) Conceptual Design. To construct a conceptual security framework and an 
integrated, flexible and scalable security architecture that tightly fits in with 
P&W’s enterprise resource planning applications as well as with those of its 
customer and business partners. 
 

2) Security Solutions Evaluation.  To evaluate a number of state-of-the-art security 
solutions and technologies (such as Entrust’s Privilege Management Infrastructure 
integrated with XMI, ebXML, and Security Assertions Markup Language) and 
elaborate how the solutions fit into the entire security framework.  
 

3) Cases and Best Practices Study [4], [6]. 
 

4) Scenario-Building. To develop a series of scenarios to test the security 
requirements of different segmental entities (computers, local networks, private 
networks, public networks, etc.) to help isolate and identify the security issues, 
possible attacks, data vulnerability, and associated security requirements and, in 



 5 

turn, find attainable solutions to address specific requirements (specified 
assurance levels, security services, etc.) for each entity in various B2B interaction 
scenarios (Figures 1 and 2).  

 
5) Laboratory Experimentation [14] and Simulation. To create an artificial 

environment, in order to isolate and control for potentially confounding variables; 
to conduct the study of a simplified, formal model of a complex e-commerce 
environment, in order to perform experimentation not possible in a real-world 
setting. 

 
 
6. RESEARCH OUTCOMES 
 
Key outcomes of this research effort as well as major benefits from deploying the 
proposed framework are summarized in the following paragraphs: 

 
An Integrated Security Framework 
 
The developed framework is used to examine the explosion in B2B e-commercial activity 
on the Web especially for a company and its business trading partners. The framework 
provides a viable decision support mechanism in making architectural, design, 
implementation, and deployment decisions on employing particular security and 
connectivity solutions to issues and requirements arising in various B2B e-commerce 
scenarios.   
 
A Decision Support Expert System for Internet Security Planning and Analysis 
 
Security involves a total set of exposures in B2B e-commerce. Besides storing on 
computers, transactional data need to travel from within the perimeter of company’s 
network (Intranet) to the space of its suppliers’ and business partners’ enterprise 
applications through Extranet or Internet as well as to voyage to the terrain of its 
customers via Internet.  As a result, it is unattainable to maintain a robust security control 
by simply implementing an “one-size-fits-all” solution. Data traveling between diverse 
communication dimensions need to be secured differently. For instance, each of the 
communication points may have its own authentication and authorization policies and 
schemes. Accordingly, a decision support Expert System (ES) is to be developed to aid 
the corporate security analysts in finding a fitting security solution and configuring 
proper settings at each of the network points throughout the entire B2B chain. 
 
In the research, the security requirements are identified and categorized based on 
different needs on the two sides of an e-marketplace: 
  
The Seller Side. The selling parties in the B2B e-marketplace are mostly interested in the 
identification and authentication of users (buyers). The sellers are concerned with 
acquiring adequate buyers’ data and installing robust security measures for billing and 
other business transactional purposes, such as preventing the sender of a message from 
denying having sent it and mitigating the risks of so called Denial-of-Service attacks. 
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Figure 1. Aviation B2B E-Commerce Security Architecture: Transactional Scenario 1: 

Person/Human-to-Systems (P2S) Interaction. 
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Figure 2. Aviation B2B E-Commerce Security Architecture: Transactional Scenario 2: 
Systems-to-Systems (S2S) Interaction. 
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The Buyer Side. The participants on the buyer side in the e-Marketplace share a 
common interest in the integrity and confidentiality of the information transmitted. 
Usually, buyers are more interested in reliable services and expect their privacy to be 
soundly protected. In most of the cases, they may prefer to use services without being 
identified and being monitored of their every single movement on the Web by the 
unrelated business parties.  
 
Consequently, the first phase in the decision support ES construction focuses on the six 
essential security requirements shown as in Table 1. 
 

Table 1. Security Requirements on Buyer’s and Seller’s Sides  
 
 Security 

Category 
Code 

Requirement Description 

A1 Authentication Verifying that the trading partners are really who they claim 
they are. A process is necessary to proof the two parties 
involved in a B2B interac tion are given a guarantee that they 
are indeed interacting with whom they think they are 
interacting.   

A2 Authorization Ensuring that each business party is performing what it is 
authorized to do.  
 

A3 Availability  Tacking the Denial of Service (DoS) attacks . 

Seller 
Side 

NR Non-Repudiation Preventing the sender of a message from denying having 
sent it.  

C Confidentiality Protecting the contents of messages or data transmitted over 
the Internet from unauthorized people. 
 

Buyer 
Side 

DI Data Integrity Shielding sensitive trading information from being modified or 
tampered by an attacker.  
 

 
 
Based on specific security needs and scenarios, the decision support ES (with the code 
name, AirB2B SecurityGuru) will be assisting in finding corresponding security 
solutions.  For instance, a viable authentication technology will be recommended to 
tackle A1 requirement while a proper authorization solution and an encryption solution is 
suggested to address the access control and the tampering issues, respectively.  
Furthermore, the user is allowed to enter English- like questions on any specific security 
problems via natural language processing (Figure 3).  As a powerful tool, the ES can give 
consultations in the following areas: 
 
? Identify assets and vulnerabilities to known threats 
? Identify likely attack methods, tools, and techniques 
? Establish proactive and reactive strategies 
? Develop an incident response plan 

- Developing incident handling guidelines.  
- Identifying software tools for responding to incidents/events.  

 
Table 2 summarizes a comprehensive set of security related knowledge and rules stored 
in the proposed decision support expert system. 
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Figure 3.   AirB2B SecurityGuru Expert System 
 
 

Security Solution Matrices 
 
One of important deliverables of this research effort is to construct a pertinent security 
solution matrix for providing information and assessment on various feasible solutions to 
security needs (at both the company side and trading partner’s side) based on a given 
scenario.  Two sample matrices are depicted as in Tables 3 and 4. 
 

A Security and Performance Analysis Model 
 
Security is an important element in B2B interactions but performance is the price to be 
paid to meet the desired security criteria. Therefore, it is important to determine the 
adequate level of security for special e-business exchange scenarios without incurring 
unnecessary costs and sacrificing too much system performance. In this research, the 
decision of the degree of security is modeled as an optimal function of resource 
protection, system performance and the security-related costs (infrastructure, 
implementation, maintenance and processing costs, etc.) 



 10 

Table 2.  Summary of Security Knowledge Stored in the Proposed Expert System  
 
Security 
Threats 

Threat 
Methods 

Impacts/ 
Sabotages 

Vulnerabilities 
(Points of 
Weakness) 

Security 
Control 
Policies/ 
Guidelines 
 
 

Security 
Control 
Technologies/ 
Standards 
 

Human 
Threats  
- Malicious 
  Outsiders   
  (crackers/ 
  hackers) 
  Insiders 
- Non-
Malicious 
   Ignorant 
   employees 
 

Viruses 
  
Trojan horses  
 
Worms  
 
Password 
cracking  
 
Denial-of-
service attacks 
 
E-mail hacking  
 
Impersonation  
 
Eavesdropping 
 
Packet replay  
 
Packet 
modification  
 
Social 
engineering  
 
Intrusion 
attacks  
 
Network 
spoofing  

Changing data  
Deleting data  
Destroying data 
or programs with 
logic bombs  
Crashing systems  
Holding data 
hostage  
Destroying 
hardware or 
facilities  
Entering data 
incorrectly  
Committing 
Information Theft 
and Fraud 
Disrupting Normal 
Business 
Operations 
Denial-of-Service 
Attacks 
(Saturating 
network 
resources; 
disrupting 
connections 
between two 
computers; 
preventing a 
particular 
individual from 
accessing a 
service; 
disrupting 
services to a 
specific system or 
client.)  

Passwords.  
Communication 
Protocols: TCP/IP (IP 
address spoofing, TCP 
connection request 
(SYN) attacks), Telnet 
protocol, File Transfer 
Protocol (FTP).  
Asynchronous transfer 
mode (ATM).  
Frame relay. Similar to 
the ATM problem.  
Switches and routers  
Modems.  
 

Limit the 
number of 
connection 
points. 
Use 
intermediary 
systems (e.g., 
separate Web 
server, e-mail 
server)  
Use firewalls 
Use extra 
levels of 
security for 
key corporate 
assets. 
Make regular 
backup 

Electronic 
certificates 
Electronic 
signature 
Digital 
signature 
VPN 
PKI 
EDI 
SSL 
 

Natural 
Threats  
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Table 3.  Security Solution Matrix for Person-To-System (P2S) Scenario  
 
P&W Side  

Front-End Mid-Tier Back-End 

Trading Partner’s 
Side 

VPN: 
 
Pros: Makes the open Internet look like a private LAN 
or WAN 
Cons: Provides only packet-level encryption as 
opposed to document-level. Does not provide: 
message storage and forwarding, user authentication, 
tracking of individual transfers; compression, signature, 
anti-virus, notification of exchange; scripting language 
for automatic operations  
Costs: High 
 

Component-based 
security servers 
 

Mainframe security 
 

 

SSL/TLS 
Pros: Ensures privacy between communicating ERP 
applications and their users on the Internet.  
Cons: May require extra programming effort. User are 
not authenticated. No signatures for documents, no 
compression, no virus c heck, no notification of the 
exchange, no tracking/logging, no scripting language 
for automation transmissions  
Costs: 

Cryptographic 
protocols  
 

Database security 
 

 

 

 
Table 4.  Security Solution Matrix for System-To-System (S2S) Scenario  

 
P&W Side   

Front-End Mid-Tier Back-End 

Trading Partner’s 
Side 

EDI/VAN 
Pros: Provides a complete, integrated package for 
transaction support. VANs are very secure as opposed 
to the Internet, by design, is insecure. 
Suitable for large volumes of transactions processed on 
large servers or mainframes 
Cons: Support only S2S, making it infeasible to handle 
special or occasional orders; 
Batch processing.  
Costs: VAN can be costly. 

Component-based 
security servers 

  

 Cryptographic 
protocols  

Mainframe security  

  Database security  
 

 
A Laboratory Experimentation and Simulation Environment 
 
A laboratory environment is built to simulate various B2B interaction scenarios (system-
to-system or person-to-system).  Based on the existing security countermeasures and 
infrastructure, the lab environment helps identify vulnerabilities in various spots in the 
entire e-business chain (such as Internet connections, remote access points, connections 
to other business partners, physical access to network hardware, and user access points) 
and the type of treats. Performing such simulations and experiments will assist in 
determining the risk levels (system-level, network- level, or organization- level) and, in 
turn, seeking for a set of viable solutions (including technologies and processes) to 
address specific security attacks and needs.   
 
In the developed simulation environment, a number of essential B2B Actors” are created 
to simulate how those key business trading actors interact with each other in various B2B 
transactions.  Some of the key B2B actors identified in the first phase of this research 
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effort are: CUSTOMERS, PARTNERS, SUPPLIERS, REGULATORS, MEDIATORS, 
and INTERNAL EMPLOYEES.  
 
 
7.  FUTURE RESEARCH 
 
Besides the technical aspect of the B2B e-commerce discussed in this paper, an equally 
important organizational issue is to be dealt with to ensure a truly secured and safe e-
marketplace for doing business on the Web --  trusts among business partners.  To fully 
utilize the advantages of the open and ubiquitous technology of the Internet, trust makes 
it possible for extensively cooperative and collaborative endeavors among various players 
in the B2B e-marketplace. Trust is a key to positive interpersonal and inter-organizational 
relationships in various settings.  Trust becomes even more central and critical to sustain 
everlasting business relationships, especially, when a great deal of sensitive business data 
are required to be shared among business partners over an Internet-based network. As a 
result, one of the future research efforts will be focusing on conceptualization of business 
trust model which should be cross-organizational in nature.  Research work in other 
disciplines (e.g., social science and organizational behavior) on trust will be studies and 
compared. Ultimately, the development of new e-business models for innovative business 
processes reengineering is perceived as one vital research activity for achieving to truly 
trusted and trusting B2B e-commerce environment. 
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